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ACCESS CONTROL 

 

1. PURPOSE 
 
In support of the College’s Access to Facilities policy, this practice articulates the process used to control 
access to and within College campuses, offices and facilities. 
 

2. DEFINITIONS  
 

2.2 “Access Control” refers to the physical, electronic and administrative measures used to manage access to 
College facilities. 
 

2.3 “Access Level” refers to the extent of access, measured in days of the week, dates, times and doors, 
provided by an individual electronic key or card. 
 

2.4 “Building Hours” refer to the hours during which the doors to a College facility are open. 
 

2.5 “Extended Service Hours” refer to the hours of operation outside normal business hours during which the 
services of a particular Department, School, Campus, office or service area are provided. 
 

2.6 “Key Holder” refers to the person to whom a key, key fob or key card is issued. 
 

2.7 “Key Level” refers to the extent of access provided by an individual key within a nested hierarchy of keys in 
a single series, with an operating key providing the least access (opening one lock); and a grandmaster key 
providing the widest access (opening all locks) within the series.  
 

2.8 “Key Ring” refers to a set of keys issued to a local manager on behalf of a Department or School. The key 
ring is intended to be borrowed within the Department or School on a temporary basis, for periods of time of 
less than one day. Use of a key ring is under the authority of the local manager. 
 

2.9 “Local Manager” refers to a manager in a Department or School who has authority, responsibility and 
accountability for a physical space, and for the management of access to that space.  
 

2.10 “Normal Service Hours” refer to the hours during which College services are normally available: generally, 
Monday to Friday, 8:30 AM to 4:30 PM, local time. 

 

2. SCOPE 
 
This practice applies to all College campuses, offices and facilities. 
 

3. ROLES  
 
4.1 Local Manager. 

 
4.1.1 A local manager is responsible for authorizing requests to access spaces under his or her 

control. A local manager may authorize access by signing a Key Request Form (Appendix A), an 
Electronic Key / Card Request Form (Appendix B), an Entry Permit (Appendix C), or by 
authorizing the request in writing and forwarding it to Public Safety. 
 

4.1.2 A local manager may not authorize access to spaces that are not under his or her control. 
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4.1.3 A local manager may not authorize his or her own Key Request Form or Electronic Key / 
Card Request Form. 
 

4.1.4 When a space is occupied jointly by more than one Department or School, it is incumbent on the 
local manager who receives a request to access the space to advise the requester that he/she 
will also need to obtain the permission of the other local managers sharing the space. 
 

4.1.5 A local manager may attach conditions to an approval of an Entry Permit (Thunder Bay 
Campus), or to a written authorization to access a space, in order to meet his or her obligations 
to ensure that adequate supervision is provided when permitting access to areas with high risk 
and/or high value materials or equipment. Such conditions may include, but are not limited to, 
dates, times of day, and required supervision. 
 

4.1.6 A local manager is responsible for ensuring that a space under his or her control is adequately 
secured when the facility is closed. 
 

4.1.7 When advised that a facility has been inadequately secured when the facility was closed (e.g. 
doors left open, doors closed but unlocked, etc.), it is the responsibility of the local manager to 
determine why the space was left unsecured and to implement measures to ensure that the 
space is secured in the future. 

 
4.2 Managers Responsible for Certain Contractors 

 
Managers who are responsible for certain contractors who access facilities to provide routine services 
(e.g. housekeeping, etc.), or emergency services, are responsible for providing notice to local managers 
that contractors will be accessing their space, and for ensuring that the contractor adequately secures the 
space when their work is complete. 
 

4.3 Individual Employees, Volunteers, or Contractors 
 
Individual employees, volunteers, or contractors, have a right of access to a space outside regular or 
extended service hours, when they are in receipt of a key, or an electronic key or card, authorized by 
the local manager having authority over the space, or when the local manager provides written 
authorization (hard copy or electronic) to Public Safety authorizing them to provide physical access to 
the space for the individual employee. 
 

4.4 Individual Renters or Lessees 
 
Individual renters or lessees have right of access to the facilities that they have rented or leased, per 
the terms of their agreements with the College. Keys, or electronic keys or cards provided to individual 
renters or lessees, per the terms of the agreements, will be issued on approval of a Key Request Form 
and/or an Electronic Key / Card Request Form by the local manager having authority over the space. 
 

4.5 Individual Learners 
 

4.5.1 Individual learners at the Thunder Bay Campus have a right of access to a space, outside 
regular or extended service hours, when they have submitted an Entry Permit (Appendix C), 
authorized by the local manager having authority over the space, to the Public Safety office. 
 

4.5.2 Individual learners at Regional Campuses, offices and facilities have a right of access to a 
space, outside regular or extended service hours, when they have the written authorization of 
the local manager having authority over the space. 
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4.6 Public Safety 
 
4.6.1 The Senior Manager, Public Safety, or designate, is responsible for verifying access 

permissions authorized by local managers through Key Request Forms, Electronic Key/Card 
Request Forms, Entry Permits, and written authorizations. 
 

4.6.2 The Senior Manager, Public Safety, or designate, is responsible for programming approved 
electronic access card groups, and approved access levels, 
 

4.6.3 In facilities where Public Safety – Security Guard service is provided, Guards will conduct routine 
patrols to ensure that doors are opened and locked according to posted service and building 
schedules; and that all spaces are adequately secured when the facilities are closed. 
 

4.6.4 When a facility is found to be inadequately secured when the facility is closed, the Guard will 
secure the facility and ensure that the local manager is advised.  
 

4.6.5 If requested by an individual to open a locked office or other space, a Security Guard will open 
the door on verification by the individual of their right of access to the space. 
 

4.6.6 When conducting patrols of closed spaces or facilities, a Security Guard may request verification 
that an individual using the space has right of access to the space. 

 
5. PROCEDURES 

 
5.1 Key Request Form (Thunder Bay Campus) 

 
Refer to section 6.1 of the Key and Lock Control Practice: 4-4-23-03 
 

 
5.2 Electronic Key Request Form (Thunder Bay Campus) 

 
Refer to section 6.2 of the Key and Lock Control Practice: 4-4-23-03. 
 

 
5.3 Entry Permit (Thunder Bay Campus) 

 
5.3.1 A student who requires access to a space outside normal service hours will complete an Entry 

Permit (Appendix C), obtain permission from the local manager who has responsibility for the 
space; and submit the entry permit to the Public Safety Office. 

 
5.4 Access Control: Regional Campuses, Offices and Facilities 

 
5.4.1 Local managers at regional campuses, offices and facilities are responsible for authorizing  

access to the facilities over which they have control. 
 

5.4.2 Local managers at regional campuses, offices and facilities are responsible for documenting 
which employees, learners, contractors, volunteers, renters and lessees have approved access 
at the regional campuses, offices and facilities. 
 

5.4.3 Local managers at regional campuses, offices and facilities are responsible for documenting the 
disposition of all keys issued, by Key Holder, key number, date of issue and scheduled date of 
return. 
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APPENDIX A:  KEY REQUEST FORM 
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APPENDIX B: ELECTRONIC KEY / CARD REQUEST FORM 
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APPENDIX C: ENTRY PERMIT 

 

 


